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Blockchain 101

Blockchain is a
distributed data structure,
where transaction records
are stored and verified by
a peer-to-peer network.
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What Is Decentralization?

Digital Transaction: Ledger

&

Trusted 3
Party

Decentralized Ledger
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Myth: Removing intermediaries...

THE WALL STREET JOURNAL. Subscribe Now | Signin

Home World U.S. Politics Economy Business Tech Markets Opinion Life&Arts RealEstate WSJ. Magazine Q

Cl0 JOURNAL.

CIO Explainer: What Is Blockchain?
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Someone
has to
facilitate &
govern all
this activity!

https://blogs.wsj.com/cio/2016/02/02/cio-explainer-what-is-blockchain/

www.colvinrun.net | 703.967.1967 7 .
© 2018, Colvin Run Networks, LLC \_’) Colvin Run



Fact: Changes Intermediation Itself
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Aggregation = Facilitation
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Blockechain vs. ls.egacy Database

Blockchain vs.
Legacy Database

Blockchain is a ledger construct that utilizes
database technology to enable trusted transactions
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The Components ofi Thust
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e Secure: hashed (encrypted) records are easy to verify given some input, but it’s
practically impossible to find the input which produces a known or preexisting hash value

e Immutable: blockchain systems are significantly more robust and resilient than
traditional systems because there is no single point of failure

e Verified: consensus mechanisms enable autonomous governance capabilities, so data
write access is controlled

e Accurate: users have predetermined controls and data access rights, so data is complete,
accurate and consistent

e Transparent: a single shared ledger to record transactions reduces the clutter and
complications of multiple data sources
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Blockchain Key Benefits,
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Saves Removes Reduces Increases
time cost risk trust
Transaction time Overheads and Tampering, fraud Through shared processes
from days to near cost intermediaries & cyber crime and recordkeeping

instantaneous

Walmart -, <.

Save money. Live better.

Recall Efficiency: 7 Days to 3 Seconds

IBM and Walmart: “Blockchain for Food Safety”
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Blockchain Use Cases Abound
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Government Blockehain,n 2018

Hype Cycle for Digital Government Technology, 2018
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https://www.gartner.com/smarterwithgartner/top-trends-from-gartner-hype-cycle-for-digital-government-technology-2018/
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The Blockchain Use Case Funnel
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Agency Leaders’ Interests
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Integrated, Verified,
Standardized Information

) Verification
Blockchain-basedalignment of
transaction & inventory history,
develops common understanding.

Supply i — ) Velocity
Blockchain Synchronization & Verification Metadata generated at the edge,
chain H H machine learning fills gaps &

formats per agreed data standards

Reporting e Compliance
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Disparate Data Sets & Logistics Processes

Blockchain Readiness Pilot Programs

« Use Case ID & Applicability « Scope

« (Governance « KPI Definition

« Business Processes « Engage Stakeholders
e System Design  Learn & lterate

« Cost Benefit Analysis e Migration Planning
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The Blockchain Stack

Blockchalin is an ingredient, not the recipe.

l . .
: Build consumer facing
: applications using APT’s

Application Layer

1
Define specialized business :
rules at a higher level of |

|

|

1

. |
Decentralized Protocol i
: abstraction

Shared Protocol Layer

Overlay Network

Complement the blockchain

with additional functionality

Blockchain Plug applications into a
shared data ledger

Shared Data Layer

http://raw.rutgers.edu/docs/wcars/40wcars/Presentations/
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Blockchain Leadership Considerations

Enrolling the right stakeholders is essential.

Decentralized Protocol layer

http://raw.rutgers.edu/docs/wcars/40wcars/Presentations/
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“Good”’ Blockchain,Use Cases

Multiple Parties, Different Incentives

Blockchain
e  Regulated Boundary Conditions ~ Adds Trusted
Infrastructure for
e Actionable Shared Data B Shared Benefits
_
Low-Stakes Transaction Crowdfunding, Gift Cards, Loyalty Programs,
Management Gamification, Asset Issuance & Tracking

Manufacturing, Logistics, Bill of Materials / Landing,
Permitting / Approvals

Supply Chain Tracking

Recordkeeping & Aggregation Transferrable Credentials, Identity Management, Medical
Across Institutions Records, Land Titling, Back Office Clearing & Settlements
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State & Local Use CGases; 2018

Delaware ...
:P 7 e PRIMARY ELECTIONS MAY 8, 2018
ELECTI 0 N D AY Voter Registration Deadline for Primaries h
) WEST VIRGINIA —— April17, 2018
S Request Absentee Ballot (from County Clerks) by May 2nd

Note: In West Virginia, voters who are registered as either “No
; Party Choice” or “Other Party” (anything listed) are
to be “ii voters. The i and D (but
ot Mountain) parties both allow these “independent” voters to
participate in their primary, along with those of their own
registration.

Local Officials in Ohio Seek Proposals
for Blockchain Identity Trial

\\\\\\

g

S
1 E

July 2018: Delaware awards August 2018: West September 2018: Dublin,
IBM $738k for a blockchain-  Virginia $150k pilot with Ohio Broad Blockchain
based corporate filing Voatz, blockchain- Initiative for ldentity,
system, piggybacked onan  powered mobile voting Citizen Engagement, and
existing federal consulting application, limited to Token-based pilot
contract. absentee votes for military  programs.

serving abroad.

https://www.delawareonline.com/story/news/2018/07/03/state-awards-738-000-single-bid-blostate-awards-738-000-single-bid-blockchain-cckchain-contract-ibm/751001002/
https://www.dataprivacyandsecurityinsider.com/2018/08/state-and-local-governments-test-blockchain-applications/; https://statescoop.com/meet-the-guy-paying-for-west-virginia-to-run-an-election-on-blockchain/
https://www.coindesk.com/an-ohio-city-wants-to-experiment-with-blockchain-technology/
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Other State-Level Use;Cases

Permitting & Licensing Records Management Personalized Services
Cross-agency data Any records that need to |dentity-based activities,
coordination would cut down  be verified and/or l.e. birth / marriage / death
paperwork and re-work, sequentially tracked by certificates, notary
improving transparency, multiple parties. Examples services, voting

efficiency, and enforcement,  include legislative applications, social

l.e. transportation, business,  outcomes, taxation, welfare, unemployment
import/export, construction, regulated utilities, asset benefits, and emergency
and other regulated activities management, lottery, and  response management /
involving multiple parties. Insurance use cases. communications.
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Multiparty RecordsgManagement

Siloed data causes inaccuracy & inefficiency issues.

| Information Flow from Regulated Activities |

Constituent Municipalities /
Businesses Intermediaries

> <

Y.

State
Agencies

m<

/\ﬁ Audit
> —

Multiple Authorities
Need to show control,
retrieve data and

N K . N K .

= Less Resolution; = = Less Resolution; =

L} u

= Data Losses . = Data Losses .
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1 Local Siloed Connected * Local Siloed Connected
= Systems Systems = Systems Systems

Colvin Run lllustration; Adapted from IBM, “Blockchain/DLT: A game-changer in managing MNCs intercompany transactions.”
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Multiparty RecordsgManagement

Blockchain enables new transparency & efficiency.

| Information Flow from Regulated Activities |

: Constituent = Municipalities / - - State :
Businesses Intermediaries s Agencies
: ;o : A :
5 i —t w Aud 5
H— N N — :
:= no E E @ -

Fit-For-Purpose Blockchain Records Management System : Audit Portal :

= Constituent = = Municipalities/ = = State = : Permissioned 7%, Key Blockchain Benefits

E Businesses E E Intermediaries E E AgenCIes E E Parties E E = 1. Complements existing systems

- - = s = = - E with minimal disruption

E p— E.E p— E_ E p— i E p— E E : 2. Continuously documenting

. oo - .o e E interparty transactions

: =R - - = = = 3.Smart contracts enhance system

= Smart ledger . = . = = i3 control and compliance

T iid Bevassersssssssses hassssssssssssesss bessssssssssssssas o5 4 End-to-End traceability & trusted
Tarrmmmneennnnnnes® 5 documentation for auditing

Continuously Shared and Verified Trusted Transaction Data 5. End-to-End visibility of shared data
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Blockchain-Based Renmitting

ollects data and 2. Adjacent entities maintain Racqy
gce with the nodes, i.e. software instag
State Agency e existing infrastructure, with the Other State-Level

Dashboard tive data Off- the workflows. The mg Agencies, or
/private key whom data visibility i Municipal / Local /

tokenization is neededg ;
Federal Agencies

rely

RN Shared Across
N _ Departments
Legacy Permitting System Off-Chain -7 On-Chain

Verification
4. Final Permits are housed by their respective Englus 3. Each Permitting Workflow has its own
Primary Agency & State, existing “Off-Chain” “Chain” that can enroll the relevant Agencies
infrastructure, with ongoing compliance, k ’ and State/Local Jurisdictions using pre-
renewals, and other processes interfacing with approved, agreed governance metadata.

the Verification Engine. ‘e e i 8

Recorded and v — |
Reconciled Across - I

- TS Compliance V) —
- | gE == Boundaries v - I

\ Approvals Compliance Recordi

Trusted, Time-Stamped, Matched Records Off-Chain Verified, Rules-Based Activity Data On-Chain
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